Abstract: Recent rapid advances in technology have provided us with a golden opportunity to effect change in health-related outcomes for chronic disease by employing digital technologies to encourage and support behavior change to promote and maintain health. Behavior change theories are the bedrock to developing evidence-based mHealth interventions. Digital technologies enable researchers to empirically test behavioral theories in "real-world" contexts using behavior change techniques (Hekler, Michie, et al., 2016) . According to the European Commission (2014) among the world's population of 7 billion, there are over 5 billion mobile devices and over 90% of the users have their mobile device near them 24 hr a day. This provides a huge opportunity for behavior change and one that health psychologists have already begun to address. However, while a novel and exciting area of research, many early studies have been criticized for lacking a strong evidence base in both design and implementation. The European Commission conducted a public consultation in 2016 on the issues surrounding the use of mHealth tools (e.g., apps) and found a lack of global standards was a significant barrier. Recently, the World Health Organization (WHO) mHealth Technical Evidence Review Group developed the mHealth evidence reporting and assessment (mERA) checklist for specifying the content of mHealth interventions. Health psychologists play a key role in developing mHealth interventions, particularly in the management of chronic disease. This article discusses current challenges facing widespread integration of mobile technology into selfmanagement of chronic disease including issues around security and regulation, as well as investigating mechanisms to overcoming these barriers.
This narrative review examines the current challenges in health care and the role of behavioral science in addressing these. The potential for new mobile technologies to facilitate health behavior change will be examined within the context of the emerging evidence base for mobile health (mHealth) interventions. The potential for mHealth to increase our understanding of behavior change will be explored within the context of the World Health Organization's (WHO) recommendations for conducting high-quality research on the efficacy of mHealth interventions, and within the European Commission's guidelines for increasing the user-acceptability and uptake of mHealth apps. Finally, future directions for the development of technologies and interventions that incorporate the principles of behavioral science will be explored.
Modern Challenges for Health and Well-Being: Self-Management of Healthy Lifestyle Behavior
During the 20th century, the leading causes of death have changed from infectious diseases to those that relate to unhealthy behavior and lifestyle. The WHO estimates that around 63% of deaths globally are a result of lifestylerelated diseases and further estimates that by 2020, tobacco will account for 10% of all deaths worldwide (Alwan, 2011) . Physical inactivity increases all-cause mortality risk by 20-30%, excessive alcohol use accounts for about 3.8% of deaths worldwide, and an unhealthy diet is linked to heart disease, stroke, diabetes, and cancer. Many of the leading causes of death in Europe (i.e., ischemic heart disease, cerebrovascular disease, cancer, and chronic respiratory disease) are all strongly related to behavior (Office for National Statistics, London, 2010) . In 2016, the American Heart Association report stated that approximately 80% of cardiovascular diseases (CVDs) can be prevented through not smoking, eating a healthy diet, engaging in physical activity (PA), maintaining a healthy weight, and controlling high blood pressure, type 2 diabetes mellitus, and elevated lipid levels (Mozaffarian et al., 2016) . A 10% weight reduction in men aged 35-55 through dietary modifications and exercise would produce an estimated 20% decrease in coronary artery disease; it would also lower the degree of degenerative arthritis, gastrointestinal cancer, diabetes, stroke, and heart attack.
Considering the significant role of lifestyle behaviors in the development of chronic health conditions, the promotion of good health should move from a biomedical model focused on the physical and biological roots of illness, toward a focus on the management of behaviors that support or diminish health. Healthcare costs have been rapidly increasing in part because the diseases that are currently most prevalent are chronic in nature. Chronic diseases require continual treatment and monitoring and are thus more costly. Successful modification of health behaviors may help to reduce both the numbers of deaths and the incidence of preventable disease, as well as make a dent in the more than billions of Euros spent yearly on health and illness internationally (Mozaffarian et al., 2016) . Therefore, encouraging people to adopt healthier lifestyles, and supporting those who wish to do so, is a highly desirable goal.
Health Behavior Change
In view of the evidence of the link between behavior and health, it is clear that the implementation of evidence-based practice and public health depends on behavior change. Changing unhealthy lifestyle behaviors, namely poor nutrition and lack of physical activity, are the cornerstone to preventing chronic disease (CDC; Tuso, 2014) . Thus, behavior change interventions are fundamental to the effective practice of public health and clinical medicine. "Behavior change interventions" can be defined as coordinated sets of activities designed to change specified behavior patterns (Michie, van Stralen, & West, 2011) . Interventions can be used to increase both uptake and optimal use of effective clinical services (e.g., vaccination, screening) and to promote healthy lifestyles (e.g., increase physical activity, quit smoking).
Behavior change theories can be used to predict outcomes and aid the development of interventions that target healthy and unhealthy behaviors. There are many longstanding, influential theories, including the Theory of Planned Behavior (Ajzen, 1985) , Goal-Setting Theory (Locke & Latham, 1990) , the Health Belief Model (Janz & Becker, 1984) , and Bandura's (1986) Self-Efficacy Theory. For instance, a review of studies on smoking cessation, weight management, physical activity, and alcohol abuse found that interventions can increase self-efficacy, and this increase is related to subsequent health behavior change (Strecher, McEvoy DeVellis, Becker, & Rosenstock, 1986) . In addition, greater use of theory was associated with increased effect sizes in behavior change interventions and that interventions based on the Theory of Planned Behavior had particularly strong effects on health behavior change (Webb, Joseph, Yardley, & Michie, 2010) . However, critiques have also highlighted the limitations of this theory (Sniehotta, Presseau, & Araújo-Soares, 2014) .
In more recent years, the field has moved from adopting a single theoretical approach from an array of theories and models developed in the field of social psychology. Recent developments in health psychology have led to systematic guidance and lists of behavioral techniques which provide a mechanism to develop theory-based behavior change interventions, detail the mechanisms through which change is expected to occur and describe intervention content using shared terminology. Michie et al. (2011) Behavior Change Wheel (BCW) was developed from 19 frameworks of behavior change, synthesizing the common features of the framework and linking them to a model of behavior that was sufficiently broad that it could be applied to any behavior in any setting (Michie, Atkins, & West, 2014) . The BCW provides a useful way of linking a model of behavior to common functions of interventions to change that behavior (e.g., education, persuasion, coercion, incentivization), and in turn, linking these intervention functions to policy categories (e.g., service provision, guidelines) that facilitate behavior change. The main goal of this BCW is to support intervention developers in adding theory-based behavior change elements to their interventions, to increase the chances of the intervention successfully changing behavior. Multiple studies showed that the BCW provides an excellent framework to guide in the development of health behavior change interventions.
Michie and colleagues continued to advance our understanding of health behavior change by developing a taxonomy of "behavior change techniques" (BCTs; Michie et al., 2013) . A BCT is defined as "the smallest active component of an intervention designed to change behavior," and are both observable and replicable components of behavior change interventions. The Behavior Change Technique Taxonomy Version 1 (BCTTv1) contains 93 BCTs. Several methods have been successfully used to identify effective BCTs within complex interventions. One such method is meta-regression, a statistical technique to analyze evidence across studies (Michie et al., 2014) . Interventions should therefore be developed in a systematic and rigorous way, using the BCW to select one or more "intervention functions" and then from among 93 BCTs that can deliver these functions (Michie et al., 2011; Michie & West, 2016) . Relevant BCTs should be selected based on a review of previous research and serve as the "active ingredients" of a successful behavior change (both traditional and digital) intervention. For example, "goal-setting" and "self-monitoring" have been shown to be effective strategies in increasing physical activity in a digital intervention using apps with university students (Walsh, Corbett, Hogan, Duggan, & McNamara, 2016) . In contrast, the most effective BCTs targeting diet and physical activity in type 2 diabetes were found to be "action-planning," "behavioral practice," "instruction of behavior," and "demonstration of behavior" (Cradock et al., 2017) . A recent review found that the use of relevant BCTs significantly increased the success of weight loss programs (Hartmann-Boyce, Johns, Jebb, & Aveyard, 2014) . Further, a systematic review of 85 online interventions for health behavior change found that interventions with a greater number of BCTs had larger effects than interventions with fewer BCTs (Webb et al., 2010) . It has been proposed that the BCT taxonomy will be updated and refined as time goes on.
Despite these promising findings, the development of effective interventions is hampered by the absence of a detailed specification and reporting on their content, including the used BCTs. This limits the possibility of replicating effective interventions, synthesizing evidence, and understanding the causal mechanisms underlying behavior change. In order to successfully understand and change health behavior via technology, we must first accurately describe and analyze behavior and its antecedents. Theories of health behavior change coupled with evidence from existing intervention studies provide a base for considering key components for a health behavior change intervention by identifying the core components (active ingredients) of interventions: the behavior change techniques. Progress in developing effective interventions requires an understanding of how interventions work, that is, the mechanisms/ techniques by which interventions cause behavior change. This requires clear links between defined intervention techniques and theoretical mechanisms of change. There is increasing recognition that the design of behavior change interventions should be based on relevant theories (Michie et al., 2011) . Using theory to identify constructs (key concepts in the theory) that are causally related to behavior increase the likelihood of stronger intervention effects, as well as allowing for greater replication of interventions.
There are a number of stages to developing behavior change interventions, specifically planning and design, early development, acceptability and feasibility testing, and evaluation. Identifying the active components of interventions using the BCT taxonomy has become an increasingly common way of developing the theoretical content of interventions designed to change behavior at the planning and design phase of intervention development. The early development phase can also benefit from selecting appropriate BCTs and determining effective modes of delivery (e.g., face-to-face, text message, app, virtual reality). Acceptability and feasibility testing with stakeholders and users can identify if the selection and delivery of BCTs is suitable for the population and desired outcome. Finally, if fractional factorial design (Box & Hunter, 1961) studies are employed, they can also evaluate which BCTs are effective for the target group, or standard RCTs can determine the efficacy of intervention for behavior change.
Mobile Technology and Health (mHealth)
There has been rapid growth in the number of electronic health (eHealth) and mobile health (mHealth) interventions in recent years. Mobile applications (apps), text messages, wearables and sensors, interactive websites, and social media can improve health by supporting behaviors involved in disease prevention and self-management (e.g., physical activity, medication adherence) and delivery of evidencebased health care. Mobile phone use has almost achieved complete penetration with 96% of the global adult population having a mobile phone subscription (Sanou, 2015) . According to the European Commission (2014) among the world's population of 7 billion, there are over 5 billion mobile devices and over 90% of the users have their mobile device near them 24 hr a day. Internet access is rapidly growing with approximately 400 million Internet users globally in 2000, rising to 3.2 billion by 2015. mHealth technologies have the potential to improve access to and use of health services, particularly among high-need and high-cost populations that have not been effectively engaged with in public health research and practice to date (Singh et al., 2016) . Further to this is the collection of psychological, social, and contextual variables that are passively recorded or tracked (e.g., GPS location, social media activity) and can be used to understand processes and outcomes of behavioral health interventions and for empirically testing behavioral theories (Hekler et al., 2013) .
There are an estimated 97,000 mHealth apps on the market. More than two-thirds of the apps cater for the consumer fitness and wellness sector, and one-third are targeting health professionals and aiming to increase the efficiency of healthcare systems (Research2Guidance, 2013) . At the same time, there are a number of barriers to effective self-management of chronic conditions using mobile technologies. For one, access to reliable Internet and quality devices is not distributed equally within and between nation-states. Another outstanding issue with mHealth apps and interventions is how best to sustain user engagement and overcome the declining rate of usage observed over time (Kohl, Crutzen, & de Vries, 2013; Tatara, Årsand, Skrøvseth, & Hartvigsen, 2013) .
mHealth and Interventions for Health Behavior Change
The advent of mobile technologies (e.g., Fitbit and smart glasses) provides a unique opportunity to track health-related behaviors and outcomes (e.g., step count, blood pressure, location) enabling researchers to collect objective data that were previously based on self-report. Even better, this timeand place-specific data opens up the potential for researchers to implement context and "just-in-time" appropriate userfriendly interventions for providing behavioral support at key times when a person has the opportunity to change and is receptive to such support (e.g., Moller et al., 2017; Naughton et al., 2016) . Recent evidence suggests that when interventions are used in the real-world context where behaviors occur, they have greater impact (e.g., Naughton et al., 2016) . Mobile technology can provide detailed, unobtrusive assessment of behavior and its context, while complementary qualitative methods are crucial to fully understand and interpret user experiences .
The advancement of technology offers simple, convenient approaches to facilitate self-management of health, for example, by enabling easy monitoring of diet and physical activity (Thomas & Bond, 2014) . Two recent randomized controlled trials found that a simple smartphone pedometer significantly increased physical activity (Glynn et al., 2014; Walsh et al., 2016) . In the study by Glynn et al. (2014) , 90 participants recruited from a primary care setting received information about the benefits of exercise. After 8 weeks, daily step count had significantly increased for all participants. However, participants in the intervention condition used a pedometer app and had a significantly greater increase in steps per day relative to the control group receiving information only. Wearable activity monitors (e.g., Fitbit, Jawbone) provide a technological advance on pedometer apps allowing ongoing assessment of goal achievement. In a study with overweight/obese adults, these wearable activity monitors were associated with increased step count at 6-week follow-up. Interestingly, participants' level of engagement with the mobile app accompanying the wearable device (operationalized as the number of user logins) was associated with increased steps (Wang et al., 2016) .
Pedometer apps and activity monitors facilitate the BCTs of "goal-setting," "self-monitoring," and "action-planning" through visual feedback on a user's step count and activity level. Two studies using pedometer apps found that physical activity increases were greater in experimental conditions where pedometer use was combined with the BCT of "goal-setting" in relation to increasing daily step count (Compernolle, Cardon, De Bourdeaudhuij, De Cocker, & Vandelanotte, 2015; Mansi et al., 2015) . A systematic review and meta-analysis on the efficacy of activity monitors to increase physical activity in an obese population finding that physical activity gains were significantly higher when the BCTs "goal-setting" and "feedback" were incorporated into the design of mHealth behavior change interventions (de Vries, Kooiman, van Ittersum, van Brussel, & de Groot, 2016) . A review of the BCTs present in 167 highly ranked mobile apps for physical activity found that the most comment BCTs were "instruction on how to perform behavior," "modeling behavior," "feedback," and "goal-setting" (Conroy, Yang, & Maher, 2014) . However, the number of BCTs present in each app was limited (typically less than four). The authors caution that users seeking to increase physical activity may therefore need to use more than one app to effectively change their behavior.
The use of mHealth technologies may also encourage adherence to a treatment plan (Doughty, 2011) . There is evidence emerging from a systematic review of 13 studies that electronic reminder devices and short message service (SMS) reminders increase patients' adherence to chronic medication, at least in the short-term (up to 6 month follow-up; Vervloet et al., 2012) . A larger review of 107 articles was less conclusive reporting that mHealth solutions aimed at adherence have the potential to improve chronic disease management, but that the evidence for its efficacy is mixed. However, more than half (56%) of 27 RCTs reviewed did find significant improvement in adherence behavior in patients with chronic diseases, with the majority of interventions using SMS reminders (Hamine, Gerth-Guyette, Faulx, Green, & Ginsburg, 2015) . A review of 20 mHealth interventions for increasing adherence to medication reported that despite significant heterogeneity in the design and quality of interventions, 65% of studies reported positive effects on adherence (Anglada-Martinez et al., 2014) .
The results of a good number of existing reviews in different populations have demonstrated the potential for mHealth to increase adherence, yet the evidence is currently inconclusive. Nonadherence behavior is complex, and therefore complex interventions are required for it to change. Qualitative comparative analysis of a systematic review of 60 complex interventions was used to identify combinations of BCTs that were most effective for improving medication adherence in outpatients with chronic conditions. Improvement in adherence was reported in more than half of the studies (57%). Of these studies, there were seven different configurations of BCTs that increased adherence. However, the most common and efficacious combination of techniques was "increasing knowledge" coupled with "increasing self-efficacy" (Kahwati et al., 2016) . There is a wide range of apps available for increasing medication adherence. A content analysis of the BCTs presents in 166 such apps reported that 12 of a possible 96 BCTs were present across these apps and that 96% of the apps included the BCTs of "action-planning," and "prompting/cues." More than one-third of the apps that were reviewed featured the BCTs "self-monitoring" and "feedback on behavior" (Morrissey, Corbett, Walsh, & Molloy, 2016) . It is noteworthy that none of the available apps included the BCTs that were found to be most effective for increasing adherence in the qualitative synthesis by Kahwati et al. (i.e ., "increasing knowledge" or "increasing self-efficacy"), indicating there is opportunity for greater integration of behavioral science theory and research in the design of apps, leading to improved quality and efficacy of mHealth interventions for improving adherence behavior.
The current mHealth evidence is disseminated in multiple forms including peer-reviewed literature, white papers, reports, presentations, and blogs. The evidence base is heterogeneous in quality, completeness, and objectivity of the reporting of mHealth interventions -thus making comparisons across interventions difficult. Despite the emergence of hundreds of mHealth studies and initiatives, there remains a lack of rigorous, high-quality evidence on the efficacy and effectiveness of such interventions (Agarwal, Perry, Long, & Labrique, 2015) . To date, few developers of digital health interventions have specified how characteristics of their intervention map onto underlying evidence-based theories and techniques (Morrissey et al., 2016) , and unsurprisingly, the current evidence around the effectiveness of technological devices as a health behavior change tool is limited. Some researchers have had success in the field. As described in the previous section, Glynn et al. (2014) had success in increasing physical activity in a primary care population using a pedometer app. However, this study along with others requires clearer specification of the behavior change techniques (BCTs) employed along with the underlying theory-based mechanisms of behavior change. There are many studies and systematic reviews signaling the promise of mHealth interventions for health behavior change. However, the reporting of complex behavioral health interventions, digital and traditional, often lacks sufficient details to know exactly what scientific basis was used to develop the intervention and how the intervention was offered to participants.
The Contribution of mHealth to Research and Theory on Health Behavior Change
Thus far, we have focused on the benefit of incorporating the principles of behavioral science into the design of mHealth interventions. Yet, it is also true that the advent of mHealth can benefit behavioral science research and theory. Traditionally, assessments of health behavior have relied heavily on self-report (e.g., self-reported smoking, food diaries, medication adherence), which are beset with problems of poor recall, inaccuracies, and socially desirable responding. In contrast, mobile technology provides opportunity for objective measurement of both health behavior and health outcomes. For example, new wearable sensor technologies (e.g., bracelets, smart glasses) automatically provide minute-by-minute monitoring of objective measurements of behavior (e.g., physical activity). This provides researchers with an excellent opportunity to measure health-related outcomes that were previously reliant on self-report or were confined to assessments in a clinical or laboratory environment (e.g., stress, mood, heart rate). At the same time, the self-report measures coupled with objective clinical measures of health (e.g., BMI, cholesterol, blood pressure) employed up to this point have helped to profile the links between health behaviors and health outcomes. Typically, self-report data is collected at a few distinct points in the trajectory of an illness (i.e., diagnosis, treatment, survivorship) or protocol of a research study (i.e., baseline, 6 and 12 months later), and while providing a useful snapshot of cross-sectional data, they often failed to grasp the personal, contextual, and social factors that influence self-management of health.
Further to this, the collection of psychological, social, and contextual variables that are passively recorded or tracked along with objective health data (e.g., GPS location, social media activity) can be used to understand processes and outcomes of behavioral health interventions and for empirically testing behavioral theories in different contexts and settings (Hekler et al., 2013) .
One of the problems with eHealth and mHealth technology is that the speed of growth has not allowed enough time for theory development and research on its potential for health behavior change. The growth in the number of eHealth (e.g., online interventions) as well as mHealth interventions in the last few years, and recent advances in technology have provided researchers with a golden opportunity for empirically testing behavioral theories in "real-world" contexts within health service delivery models. Digital platforms allow for greater specification of existing behavioral theories and models. Methodologies derived from mHealth could help define how constructs relate to one another over time, and the predicted magnitude and direction of those relations (Hekler, Michie, et al., 2016) . For example, mHealth research could determine the temporal and dynamic relationships between effective components of an intervention, such as BCTs (e.g., "goal-setting" and "feedback"), psychological constructs (e.g., self-efficacy), and behavioral outcomes (e.g., physical activity). These potential interdependencies between intervention functions and outcomes are currently not well understood.
As previously described, BCTs are associated with increased behavior change (Kahwati et al., 2016; de Vries et al., 2016; Webb et al., 2010) , and perceived self-efficacy and goals also positively influence behavior change (Bandura & Locke, 2003) . Wearable sensors provide "feedback" to individuals on their level of physical activity, enabling "self-monitoring" of behavior and progress toward physical activity goals. Analysis of objective behavioral data (i.e., PA) collected in real time from wearable devices can be combined with measures of an individual's sense of self-efficacy. Empirical tests can then determine if self-efficacy varies dynamically in connection with achievement of physical activity goals, and what impact this has on behavior (i.e., level of PA). Failure to reach PA goals will be associated with less PA, but does "self-monitoring" of failures in "goal-setting" also reduce an individual's self-efficacy, which may, in turn, negatively impact health behavior change over time?
The shift from traditional to digital platforms presents researchers with an excellent opportunity to both develop and test theories based on behavior change techniques (Hekler, Michie, et al., 2016) . While this is a novel and exciting area of enquiry, there are few studies in this area, and many of the early studies have been heavily criticized for lacking a strong evidence base in terms of both design and implementation.
The European Commission carried out a public consultation in 2016 to investigate the issues surrounding the use of mobile technology in the promotion of health and well-being. Contributions came from both individuals and organizations (e.g., pharmaceutical industry, telecommunications companies, healthcare providers, patients' associations). The green paper on mobile health reported that a lack of global standards and regulation were a significant barrier to the effective use of mHealth technologies. Primary concerns included issues around privacy and data security. Contributors described the need for standardization in data management practices, for example, the use of encryption and user authentication, noting that increased transparency would increase a user's trust in applications. Concerns regarding patient safety were also raised. There is currently no quality certification or regulation of mHealth apps, and this introduces the possibility that misinformation provided by an app might result in poor self-management decisions (e.g., taking medication incorrectly). Following this enquiry, the EU published a Code of Conduct for the development of new mHealth applications. The code provides practical guidelines for developers around issues of consent, privacy, data storage, and security. The aim is to guide key stakeholders in the safe use of these new health apps and to increase trust among the users of mHealth apps that process personal and health data (European Commission, 2016). In addition, an expert panel was assembled to develop guidelines on procedures to develop safe and effective mHealth solutions (Ruck, Bondorf, & Lowe, 2016) . The guidelines state that health apps should be user-friendly, desirable, credible, effective, reliable, secure, and safe for the target groups -including a formal risk assessment.
WHO Guidelines for Reporting mHealth Research
In an attempt to move toward the establishment of global standards for mHealth research, the WHO mHealth Technical Evidence Review Group developed the mHealth evidence reporting and assessment (mERA) checklist (Agarwal et al., 2016) . This checklist was designed to improve the quality of future research, to facilitate screening of emerging evidence, and identification of critical evidence gaps. These guidelines were developed with a view to improving reporting of the evidence base to facilitate policy makers in making decisions around mHealth intervention selection. The guiding principle for the development of these criteria was to identify a minimum set of information needed to define (1) what the mHealth intervention is (content), (2) user-centered design (technical and user features), and (3) where it is being implemented (context), to support replication of the intervention.
Content of mHealth Interventions: Theory-Based Design
The WHO recommend that the original source of any educational content is reported, along with the theoretical basis for new or adapted content.
It is clear that the potential public health impact of new mHealth technologies can only be realized to the extent that digital health interventions are effective. The process of developing an effective mHealth intervention will benefit from applying evidence-based theories and techniques, as it will inform design characteristics (e.g., behavior change techniques) and indicate optimum conditions under which interventions and their specific characteristics will be most effective (Peters, de Bruin, & Crutzen, 2015) . This is important for digital health interventions given that they often require considerable initial investments in development (e.g., app development is timely and costly). Morrison (2015) suggests that to achieve long-term sustainability of digital interventions more research on the effective elements of interventions instead of effective mHealth interventions is required. She argues that the reach and use of these interventions need more scientific input to increase the public health impact of Internetdelivered interventions.
Also, highlighting the need to adopt theory-based design principles is a recent review paper that makes 16 evidencebased recommendations for the development of mental health apps (MHapps; Bakker, Kazantzis, Rickwood, & Rickard, 2016) . Seven of the recommendations advocate improving MHapp design features through application of research and theory on mental health, in particular, cognitive behavioral therapy. Many recommendations are consistent with the effective BCTs for health behavior change described in this paper. For example, psychoeducation (i.e., providing "information" about mental health) is recommended, as well as reporting of thoughts, feelings, and behavior (i.e., "self-monitoring"). The application of theory provides a useful starting point to design technological interventions; the current paper recommends behavioral science theory due to its compelling evidence base. As stated, interventions including more BCTs have stronger effects on health behavior change (Webb et al., 2010) . Yet, studies have found that commercially available apps do not contain a large amount of BCTs (Conroy, Yang, & Maher 2014; Morrissey et al., 2016) .
Stakeholder Involvement in User Design
The WHO also highlights the importance of involving end users in the initial design phase to properly inform elements critical to success such as individuals' and community characteristics as well as to determine effective modes of intervention delivery.
There has been increased recognition and emphasis placed on the importance of involving users and stakeholders from the outset in intervention design and implementation. One method of approaching this is to employ the "person-based approach" (Yardley, Morrison, Bradbury, & Muller, 2015) . This approach involves in-depth qualitative research conducted with the users before the digital intervention is developed. This data is used to develop "guiding principles" that state the key objectives of the intervention and describe the key features of the intervention required to achieve each objective. They posit that qualitative research is crucial at all stages of intervention development and evaluation, including planning and design, early development, acceptability and feasibility testing, and evaluation in clinical trials and real-life settings. The person-based approach is highly compatible with the more in-depth approaches that have evolved within the disciplines of information systems and human-computer interaction, such as human-centered and user-centered design. These approaches seek to understand the user's knowledge, skills, behavior, motivations, cultural background, and organizational context, and they involve users iteratively throughout development. Traditionally, user-testing has focused on utility and engagement, aiming to increase user's enjoyment of and motivation to use technology (Kim, Kim, & Wachter, 2013; O'Brien, 2010) . The person-based approach, however, is rooted within the discipline of health psychology and focuses primarily on the behavior change techniques the intervention is intended to deliver, and their desired implementation by the people using the intervention. Similar to user-testing methods aiming to increase the use of technology, the person-based approach aims to increase participants' engagement with an intervention such that the intended outcomes of the behavior change intervention can be realized. Glynn et al. (2015) conducted qualitative research to explore target users' perspectives in the development of an app for self-management of hypertension. Patients with hypertension stated that "one size fits all" interventions to enhance self-management of lifestyle behavior are undesirable. Rather, patients prefer a personalized program via an app enabling them to prioritize their own approach to selfmanagement. Themes identified in the reports from patients in this study highlight that the source of the mHealth "prescription" was also an important factor and "trust" in the technology was highlighted as a key factor in relation to its potential effect on engagement with healthcare providers and motivation for engagement. The introduction of a new technology or platform for engagement requires concerted efforts to alleviate patient concerns and to create confidence in terms of quality and security. Further, patients' motivation to use mobile technology was influenced by the potential of technology to provide BCTs such as, "information," "feedback," "reward," and "reinforcement" systems which could embed new selfmanagement habits. The potential for technology to facilitate a personalized flow of communication between patient and healthcare provider was recognized as important as was the ability of technology to facilitate tailored messaging and feedback for patients. The flexibility and inherent motivational ability of newer technologies seems to have the potential to improve the ability of patients to engage in sustained behavior change. However, evidence of long-term engagement is still lacking in many studies as the majority of users tend to stop using apps after just a few weeks (Kohl et al., 2013) . The Mobile Application Rating Scale (Stoyanov et al., 2015) is a tool for assessing the quality of apps by researchers, professionals, and clinicians that can be used to aid the design and development of better quality mHealth apps. A user version of the scale was recently developed (Stoyanov, Hides, Kavanagh, & Wilson, 2016) offering a reliable and valid quantitative approach to stakeholder involvement in user design.
Context of Intervention Delivery
The WHO recommends that researchers state what context or setting the mHealth intervention is taking place, the appropriateness of the intervention to the context, and any potential for adaptation to other contexts. The mHealth intervention may be designed for a specific context, setting, or group of users. However, one advantage of mobile interventions is they can be designed in such a way that they can be delivered in any context, when needed, that is, "just in time." The capacity of technology to collect time and place specific-data opens up the potential for researchers to implement user-friendly interventions that are context and time appropriate. For example, interventions that provide behavioral support (e.g., "information" about health consequences of behavior) at key times when a person is receptive to such support, or at key places where the person has the opportunity to change their behavior (e.g., Moller et al., 2017; Naughton et al., 2016) . The use of mobile apps also enables the specification of dynamic temporal relationships, for example, timescale, latency, and delay (Naughton et al., 2016; Spruijt-Metz et al., 2015) . From a theoretical perspective, work on prospective memory suggests that people make effective use of cues that are appropriate for goal attainment and that people readily execute an intended action in response to a specified cue when the action cue is encountered later during ongoing activity (Brandimonte, Einstein, & McDaniel, 1996) . The recent study by Naughton et al. (2016) has shown promising finding using these methods with respect to smoking cessation. Smoking behavior is particularly prone to lapse and relapse during quit attempts as cravings are often triggered by cues from a smoker's immediate environment. Naughton et al. developed a context-aware smoking cessation app, Q Sense, which uses a smoking episode-reporting system combined with location sensing and geofencing to tailor support content and trigger support delivery in real time as needed. The development of this app was based on explanatory sequential mixed-methods design where data collected by the app informed semi-structured interviews. Although underreporting of smoking occurred, the findings suggested that geofence-triggered support was regarded positively by participants. These new technological developments pave the way for "big data" to drive algorithmic solutions to provide optimum contextual cues for intervention delivery (Hekler, Klasnja, et al. 2016) . This combined with a theory-informed and person-based content design creates the possibility for a timely, context-appropriate, personalized, and highly effective intervention to be delivered to participants.
Through widespread adoption, it is hoped that the use of these guidelines will standardize the quality of mHealth evidence reporting and indirectly improve the quality of mHealth evidence. In order to develop evidence-based, effective, and user-friendly mHealth interventions, researchers must move toward a more collaborative and multidisciplinary approach using these European standards as a framework.
Future Directions: Moving Toward Greater Personalization
The use of new digital technologies allows for increased personalization of mobile health interventions based on an individual's unique profile, thus increasing the likelihood of successful health behavior change. One reason to develop personalized interventions is that patients have identified personalized solutions as more desirable than generic apps for self-management (Glynn et al., 2015) . As such, personalization may enhance the success of health behavior change interventions or may encourage greater engagement with mHealth. In a mental health context, tailored computerized cognitive behavioral therapy interventions have been found to be more effective than standardized interventions (Johansson et al., 2012; Nordgren et al., 2014; Silfvernagel et al., 2012) .
Personalized solutions, however, pose another challenge for researchers to develop and monitor interventions that may change over time by adapting to the user's changing requirements and altered goals. For example, a goal of "couch to 5k" may be the focus over an initial 6 or 8 week period, but a new goal or shift in focus and emphasis may be required to sustain levels of physical activity once this goal has been achieved, or indeed, to support continued goal-pursuit in the face of failure to achieve physical activity targets. This is particularly important in developing health behavior change interventions that foster maintenance and long-term sustainability of the desired health behavior (Almirall, Nahum-Shani, Sherwood, & Murphy, 2014) . These high-level adaptive changes are more achievable using new technology-based interventions by using live algorithmic analysis based on data collected by an app, both sensor-based and user-inputted. This type of analysis is complex and therefore requires a strong multidisciplinary approach with information technologists, medics, and health psychologists working closely together to make sense of and capitalize on the quantity and quality of data generated by new health technology.
Conclusion
Rapid changes in technology coupled with recent developments in behavioral science provide an excellent opportunity to deliver personalized evidence-driven behavior change interventions. This paper has reviewed current evidence on the impact of mHealth for improving health behavior, focusing on the opportunity for behavioral science to improve mHealth interventions. The European Commission and the WHO guidelines serve to facilitate the development, implementation, and evaluation of effective mHealth interventions. Specifically, the European Commission has called for a more theory-based approach to the development of mHealth apps and interventions. Behavioral science has a key role to play in developing effective interventions as the use of BCTs has been associated with increased success in achieving behavior change (de Vries et al., 2016; Kahwati et al., 2016; Webb et al., 2010) . The European Commission has also recommended increased usability and utility of health apps. This can also be achieved by early stakeholder involvement, for example, using the person-based approach (Yardley et al., 2015) . Consideration must also be given to equal access to reliable Internet and quality of devices within and between different countries. In light of this, a strong multidisciplinary approach is required with input from information technologists, medics, and health psychologists working closely together to make sense of the data in order to develop optimum solutions for health behavior change. This article is intended solely for the personal use of the individual user and is not to be disseminated broadly.
